BAC Digital Banking — Cash Management
BAC Community Bank DigiPass — Download & Activation

Business User Soft Token Activation Guidelines

If you previously used a DigiPass token and PIN, and don’t remember your password, simply click
“Forgot Password” from the Log In panel to reset your password to begin the activation process.

@ Username

Password o

LOGIN

Register » Forgot Password >

The activation process is a one-time event to associate the license with your mobile
device.

Once the connection has been established, subsequent logins will not require the
activation process, you be required to use the generated “one-time password” along
with your username and password.

You will need access to their desktop and their mobile device at the same time.

Business User Token Activation

Step 1: Users must have access to their desktop and mobile device at the same time.
Step 2: Desktop: Log in to Digital Banking.
Step 3: Select to receive the One Time PIN (OTP) code by text or voice call on the

Identity Verification screen.

Identity Verification

As a security precaution, we need to verify your identity before you can proceed. This quick process helps us keep your account safe.
Please choose one of the following options.
Send me a text message

We will send you a text message with the following
confirmation code:

(XXXXKX-1224 -

SEND ME ATEXT MESSAGE

Call my phone

We will call you and provide a confirmation code

(POX)XXX-1234 -

CGALL MY PHONE

Why am | being asked this?

Step 4: Retrieve the code and enter it in the Confirmation Code field.

Identity Verification

We are sending 2 text message to the mobile number you selected. Please enter the code contained In the text message.

* Confirmation Code

CANCEL SUBMIT

Why am | being asked this?

Step 5: Select the Submit button.
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Step 6: Phone: Open the camera app on device and scan the appropriate QR code
(Apple or Google store) according to device type.

BAC

banking. always connected

Activate Token

e as secure as possible, we are introducing an additional measure of identity

In addition to pr signing 2 you vill also be asked to provide a
i , or logging in, you may be asked to verify your idenciy further.

Android users

Scan the QR cade or follow the link to download the DIGIPASS app.

Step 7: Select the link displayed on the phone to go to the DigiPass app in the app store.

o Apple: Alternative option is to search for “Fl DigiPass” in the Apple app store.
Find the app with the subtitle, “Security app by Fiserv.”

e Google: Alternative option for Android devices - in Google Play, search for
“DigiPass” and find the app by Fiserv Solutions, Inc. The "About this App"
States: Fiserv TOTP app by OneSpan for secure, licensed authentication.

Digipass

*e e
Donoets  Eversane

Step 8: Follow the instructions to download and install the app to the mobile device.
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Step 9: Desktop: Select Continue.

Step 10: Phone: Open the DigiPass app by selecting the icon on the phone.

Step 11: Select the Scan Code button.

LN 0N = 50%a

DIGIPASS

Get started

Activate an account by scanning the code
provided to you.

(1] o <

Step 12: Phone: Use the camera on the mobile device to scan the Cronto image on the
desktop.

BAC

‘banking, always connected.

Activate Token

Instructions

1. Activare DIGIPASS on your mobile device.

2. Follow the directions on your mobile device to activate a DIGIPASS.

3. Scan the image presented below. This is known a5 a Cronto image.

4. If requested, follow directions on your phone to create a PIN. You will need the PIN every time you need to request an authentication code.
5. The 2pp will return & regisiration code. Enter the registration cod below.

6. Create a nickname for your device.

Scan the image presemted below, and press “Register®.

Enter the Registraton Code provided by the DIGIPASS 2pp.

* Registration Code

Please enter & descriptive name to identify your mobile device

* Davica Nickname
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Step 13: Desktop: Enter the code from the phone in the Registration Code field.
IMPORTANT NOTE: Be sure to enter the 16-digit code correctly.

Step 14: Enter a nickname for the device in the Nickname field.

Step 15: Select Register.

BAC

banking. always connected

Activate Token

Instructions

te DIGIPASS on your mabile device.
the directions on your vice to activate a DIGIPASS.
known as a Cronto image.

3. Scan the image pres

4.If requested, follow direct
5.The app will return 3
6. Create 3 nickname for y

our phone to create a PIN. You will need the PIN every time you need to request an authentication code.
ode. Enter the registration code below.

Stan the image presented below, and press "Register’

Enter the Registration Code provided by the DIGIPASS 2pp.

= Regisration Code

Please enter a descriptive name to identify your mobile dece.

Step 16: Phone: Select the Continue button.

Step 17: Phone: Scan the second Cronto image.

BAC

banking. always connected.

Activate Token

Instructions

1. Follow the instructions in the
2. Scan the Cranto image prese
3. Follow the instructions on your mobile

0 scan the second Cronto image.

complete the registration. The app will return an Activation Signature. Enter the signature below.

Stan the image presented below, and press "Activate”. Return to your mobile device and follow the instructions in the DIGIPASS app.
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Step 18: Desktop: Enter the 10-digit code from the phone in the Activation Signature
field.

al
B

Finalize activation

Enter the following code to complete the account activation process:

130 817 087 0

&
Step 19: Desktop: Select Activate.
banking. always connected.
Activate Token
Instructions
1. Follow the instructions in the DIGIPA!

55 app to scan the second Cronto image.
2. 5can the Cronto image presented bel
3. Follow the instructions on your mobile de:

to complete the registration. The app will return an Activation Signature. Enter the signature below.

Scan the image presented below, and press "Activate”. Return to your mobile device and follow the instructions in the DIGIPASS app.

Please enter the Activation Signature provided by the DIGIPASS app.

* Activation Signature

Step 20: Phone: Select Done.

Step 21: Desktop: Select Continue.

NOTE: Going forward, when you are asked to verify your identity, you will open the

DigiPass app and select the button to Generate a One-Time Password and enter the
passcode provided to authenticate.
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Soft Token User Experience

a. Login to Digital Banking.
b. Enter username.
c. Enter Password.
d. Verify identity through a code on the DigiPass app.

i.  Open the DigiPass app on the mobile device.

ii. Selectthe “Generate one-time password” button.

iii.  Enter the code provided in the appropriate field on the desktop.
e. 4. Select “Submit”.

Important Notes
a. Certain activities require additional soft token authentication. Depending on
configuration or policies, once a user has authenticated in a session, they may or
may not be asked to authenticate again.

b. Profile changes that require additional authentication are:
e Change email address.

Change password.

Change phone number.

Forgot password.

Change user ID

Register a new business or new user

c. Business activities that require additional authentication are:
e Initiate ACH Batch.
e |nitiate Recurring ACH Batches.
e Initiate Single Wire.
e |[nitiate Multiple Wires.
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